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Chapter 1: Documents

U Read Enterprise Permission Reporter Quick Start if
you want to know

e May | see some scr eenshots for understanding Permission
Reporter ?

e May | have some description how configuration can be made?

U Read Enterprise Permission Reporter Concept if you
want to know

e May | get some management summary for my bosses?
e What is the idea behind thi s software?

e What is the value for my company, my users and my it - staff?

U Read comAdmin Concept

e Enterprise Permission Repo rteris an e xtract (subset) from
NETsec software comAdmin.

e Manage Roles and File access easily

e comAdmin allows you provisioning , user self service and
more.

e Please contact us for getting more information about
comAdmin .
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u  Chapter 2 : System Requirements

The table below shows the basic system requirements for Enterprise
Permission Reporter . We recommend taking the 64 -Bit edit ion if your
machine is 64Bit capable and a 64 - Bit operating system is installed.

Hardware & Software Requirements

Component

Operating System

Required

Microsoft XP

Microsoft Vista

Microsoft Windows Server 2000
Microsoft Windows Server 2003
Microsoft Windows Server 2008

Software .NET Framework 2.0

Screen Resolution 1200 x 800
Editions & versions

Edition Description

Trial Version For getting some impressions

32 -Bit version
Full license version

64 - Bit version
Full lic ense version

about what Enterprise Permission
Reporter doe s

For running on all x86 systems

For running on all x64 systems

Recommended

Enterprise Permission Reporter does not
need to run on a Domain Controller or
specific server. Recommended is to place
Enterprise Permission Reporter on a
machine of the domain with high
bandwidth to the servers to be searched

Same as required o r higher

Same as required o r better

Limitation

You can only search between 25 and 75
folders in total.

If you run reports multiple times the
results are not identically because of
limitation!

Full featured

Full featured
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u  Chapter 3: Pre -Installatio n Tasks

1. Install Enterprise Permission Reporter on a computer with good
bandwidth to domain controller and to the servers you want
folders to be searched.

2. Best ex periences are made on computers with several CPUs
and high disk performance.

3. If you check only 1 folder which has i.e. read permission
granted to 1 Active Directory group; this group contains 100
users and another group with 10 other users as members, so
Enterprise Permission Reporter will show you as result: 1
folder, 1000 lines in result file. Searching the folders do not
need much time, but resolving all user objects in Active
Directory may take minutes to hours.

Note : Search only those folders you wan t to examine.

4. Logintoyour computer running Enterprise Permission
Reporter with enterprise -wide administrative permissions (i.e.
administrator ). This is required to have access to all resources
you want report permissions about.

Note : If during searcha  folder is not accessible because of
insuf ficientrights a A #rror 0 is written to the result file.

5. Before running installation package ensure that .Net 2.0 or
higher is installed on your computer

6. No restart of services  or of your machine is required.
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u  Chapter 4: Installation

1. Run your installation package . This will  install and register
all the components  necessary torun Enterprise Permission
Reporter on your server or workstation.

Setup will create a folder NETsec\ Enterprise Permission
Report er in your program folder. After first program start there
will be a dditional subfolder s profiles and reports .

Note : No special modifications to registry are made and no
other folders are created. To uninstall the program use control
panel | add and remo ve programs | EPR.

Installation willadd  a shortcut for running the  Enterprise
Permission Reporter  in your START menu as well as a desktop
icon.
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u  Chapter 5: The Control Panel

The Enterprise Per mCaotsolPanel hdse foorrntai@r 6 s
menu s:

o Configuration : Create, modify and delete your Enterprise

Permission Reporter profile s (each profile contains a set of
folders to be searched).

e Report : search all folders configured in a profile and save the

result in a file. Open a report file just cre ated or saved in the
last searches.

e Close : Close program.

e« ABOUT : View the license status of your installation.

‘ﬁ" EnterprisePermissionReporter ;IEIEI
NH‘EE[: Enterprise Permission Reporter Version 1.0
ZD | Configuration
LConfiguration
B Create a new configuration profile or choose a configuration profile ta edit.

[} | MNarme I Reports |

Report

Close

About MNew Configuration Edit Configuration Delete Configuration
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u Profile s

Create a profile

U Click New Configuration in main menu Configuration

The new configuration will create a profile which is a named
collection of folders to be checked .

FrmProfile A

Fleaze inzert configuration profile narme.

Department LIk, |

k. Cancel |

i Click Ok.

You will get a new detail panel. On top you can choose a

folder where to store the report result. By default the folder

resultsinyour Ent er pri se Per mi sgaqgam Reportero
path is proposed.

Configuration

Department UK

Folder to zave the report
CAProgram Files (xBE0NNETzeciEnterprize Permiszion Hepu:urter'l.Hesults'l.DepaH| |

Selected folders to analvee:
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U Choose the default configuration.

U Click New.
A folder (aresource) may be a share, a drive letter , a dfs -
share or a mapped network drive.
You may insert a value manually or by selecting the i... o0
button.
You may also decide if subfolders should be incl uded in the

permission search.

Select folder

£

Select folder to analvse

|111D.1D.1D.3I]1duwnlnads |

Analvse all subfolders

k. ‘ ‘ Cancel

U Click ok.

You may choose some other resources at this site.
As result you get a list of chosen folders in this profile.
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%, Enterprise Permission Reporter i = |El|l|

"HEBG Enterprise Permission Reporter Version 1.0
Zf) Configuration
LConfiguration
=4 testl
E
Report Folder to save the report

[CAEPRIResultstest! | =

Selected folders to analyse:

| Folder incl. Subfol... |
O ClcomadminiShare\Dummy yes
O uwSRwWM_w2K3_DE_C\C$ yes
O ciePr no
Close New Edit Delete l

About H= Save | B Cancel I

U Click Save.

The program returns to the previous detail pane | listing all
profiles you configured.

|l f you check fAAnalyze files toodo, EPR wi
Information from EVERY file in EVERY folder you have

configured with the folder containing the file. Only if the File

Security Information don’t match with the folder it will be

reported. This comparison will take much more time compared

to reporting only folders.

Note : If you click Cancel all modifications made are not stored
in profile.

Permission Reporter 1.1



Edit a profile

If you want to modify your profiles sett ings select the
appropriate checkbox and press Edit .

Delete a profile

If youwantto delete your profile , select the appropriate
checkbox and press Delete.

U  Reports

Create a report

U Click Report in main menu
U All configured profiles are listed.

0 Click Open Reportfile to manually open a Report
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%, Enterprise Permission Reporter : &, |D|5j

NEIE[}[} Enterprise Permission Reporter Version 1.0

LConfiguration

Choose the configuration profile.

‘ _.;, Name | Reports
Beport testl CAEPRIResultsitest]

Close

Create report | Show repori(s) | Open Reportfile
About

U Select a profile and click Create report
Note : If there is a report produced before the button Show
report(s) is available too

U Select OK getting the warning that search may be time
consumable.

Enterprise Permission Reporter ﬂ

Depending on the Folders and Users in wour Environment, creating a Report can take very long (hours up to days) Are you

‘? %
\-'Q) sure ko stark creating the Repork?

Enterprise Permission reporter executes now a query a gainst
all folders configured in the selected profile.
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Note : This may take some minutes or some hours. The
required time is not predictable. It depends on the number

of resources inside the profile as well as on the number of
persons with permissions. Eve  n if there is only one folder to
search and only one group has granted permissions: if this
groups contains 500 people all group memberships are
resolved to give you the best result.

U Select Show Output (slower) if you want to see some output
about which f older is currently searched.

Note: Writing output to desktop is a much more cpu
consuming process than  any other . You may check or
uncheck this option during a search process.

If you want to see, if Enterprise Permission Reporter is
working you may checkt  he process indication line.

The process indication shows
a. The current used threads.

To avoid that the program takes to much time for
searching, all search and write processes use their own
threads. Therefore folders can be searched concurrently
as well as the result s are collected concurrently.

b. Added results.

To give you a feeling ho  w large the result file will be you
may keep in mind the number of added result entries

written to result file. If you have many entries in the

result file you should filter th em later in the program

before printing or handing over the result to someone.

c. Analyzed folders.

The number of folders the program searched.
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Operation finished

¥ Show Qutput [glower]

Analyzing C:hAdmin with Subfalders: True in a new Thread: True ;l
Analyzing Y410.10.10.304downloads with Subfolders: True in a new Thread: True

Analyzing C:hAdminsMailzcape_4.3 EM with Subfolders: True in & new Thread: True

Analyzing C:hnetpubbssswroot with Subfolders: Falze in a new Thiead: Tue

Enterprise Permission Re ﬂ

Report finished! Result-Rows: 19

=

Cancel |

Note :in image example above you see a very small result. In

image example below you will see a larger one. | n the headline
you will find the totals of threads used, result lines added to

report file and number of analyzed folders.
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%, Enterprise Permission Reporter = |D|3(_]

NEIEE[} Enterprise Permission Reporter Version 1.0
b Report
(S
Configuration Currently running 120 Threads. Added Results: 362 Analyzed Objects: 31
P
Report v

Analyzing C:\comadminiShare\Dummy\Vertrieb\Bereichsleiter VB54\K alkulationen with Subfolders: True in a new Thread: True ;]
Analyzing \WSRVYM_W2K3_DE_CA\C$\CD_W2K3 with Subfolders: True in a new Thread: True

Analyzing C:\comadminiShare\DummyiWertrieb\S achbearbeiter VB1 with Subfolders: True in a new Thread: True

Analyzing C:\comadmin\Share\Dummy'ProduktiontQualitatspriifunghPrifprotokolle 2000 - 20074Neuer Ordner with
Subfolders: True in a new Thread: True

Analyzing C:\comddminiShare\DummytVertrieb\Bereichsleiter VBB \K alkulationen with Subfolders: True in a new Thread: True
Analyzing C:\comadminiShare\Dummy\Produktion\ausriistung\Packlisten 2007 with Subfolders: True in a new Thread: True
Analyzing C:\comddminiShare\Dummy\Produktion\Kaschierungiwerk 2\Priifprotokolle 2008%Priifvorschriften with Subfolders:
True in a new Thread: True

Analyzing \WSRVYM_W2K3_DE_CAC$\com&dmin with Subfolders: True in a new Thread: True

Analyzing \WSRVYM_W2K3_DE_CA\C$\Dokumente und Einstellungen with Subfolders: True in a new Thread: True

Analyzing C:\comddmin\Share\DummytyertriebhS achbearbeiter YVBS with Subfolders: True in a new Thread: True

Analyzing C:\comédmin\Share\Dummy\Produktion\AusriistungiVorarbeiter with Subfolders: True in a new Thread: True
Analyzing \WSRVYM_W2K3_DE_CA\C$A\EPR with Subfolders: True in a new Thread: True

Analyzing \WWSRVYM_W2K3_DE_CAC$\Inetpub with Subfolders: True in a new Thread: True

Analyzing C:\comddminiShare\DummyiWertriebhS achbearbeiter VBE with Subfolders: True in a new Thread: True

Analyzing \WSRVYM_W2K3_DE_CA\C$\Programme with Subfolders: True in a new Thread: True

Analyzing FILE: \WSRVYM_W2K3_DE_CA\C$WAUTOEXEC.BAT

X Analyzing C:\comédmin\Share\Dummy\Vertrieb\Vertretungen und diverses with Subfolders: True in a new Thread: True
Analyzing MWSRVYM_W2K3_DE_C\C$\RECYCLER with Subfolders: True in a new Thread: True
Close Analyzing \WSRVWYM_W2K3_DE_CAC$\System Yolume Information with Subfolders: True in a new Thread: True

v

Cancel I
About

Note : If you cancel a running search please give some time for
closing all threads.

0 Select Cancel if you want to cancel the sea rch.

Enterprise Permission Reporter El

Zancel Operation: Cancel can take several minukes, The already created Resultfile will be deletet! Are you sure?
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Open a report

After search Enterprise Permission Reporter will open the list of
reports for the selected profile . You may

a. Delete report day : This deletes all reports assigned to
the selected day.

b. Delete report file : This deletes the selecte  d report
assigned to the selected day.

c. Show : have alook at the details of the selected report
with the inside table editor. Here you can filter or merge
the results and save .

d. Open ascsv : This option opens the result file with the
program which is assigne  d to open csv -files.

Note : We recommend opening all reports with more than
5 MB in size with Excel. This makes filtering and sorting
much more comfortable than if choosing Show .

Note : If you want to delete a report file press Delete repor t
file. If you want to delete all report files of a special day and
execution process select  Delete report day
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Report
Profile name
Date | Report Path | size (kE)

O: z008-07-01 DepartmentJE html  CProgram Files .. 12
2008-07-01_nrl
O zoo0s-07-01_nr2

1| | »
Deleterepartdayl Delete report file Show | Open az C5V |

ﬂ Eackl

U Select Open as csv

If thereisno linked Excel on the machine Enterprise
Permission Reporter is running the file will be opened with
an editor.

Note : An er ror will indicate if you did not assign csv to a
special application.
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ARRER" RN RSN HEL -0 - F £ U EE=G9meE s
H1 - T

A B c D E F £
1 |Folderpath - |lser - |Access [« |Inherit - |MemberQf - |GroupPath «
1260 10.10.10.30downloads\CD Exd Ghys, Patrick FullContral  True Adrninistratoren Wexmergeddrganisatio
284 'W10.10.10. 30 dawnloadsiMeu Ak Ghys, Patrick FullCantral  True Administratoren LexmergehDrganisatio
285 10.10.10. 30 dowenloads\Taols | Ghys, Patrick FullCantral  True Administratoren LexmergehDrganisatio
(350 |W10.10.10. 30 downloads'\Drivers | Ghys, Patrick FullContral  True Adrninistratoren texmergedJrganisatio
1351 |W10.10.10.30dowenload 0D Wir Ghys, Patrick FullContral  True Adrinistratoren texmergedlrganisatio
1353 |W10.10.10. 30 downloads\CD S0 Ghys, Patrick FullContral  True Adrninistratoren Wexmergeddrganisatio
357 |'W10.10.10. 30 dawnload S\DATEN Ghy s, Patrick FullCantral  True Administratoren LexmergehDrganisatio
1358 |10.10.10. 30 downloads\F arPoir Ghys, Patrick FullCantral  True Administratoren LexmergehDrganisatio
364 |%10.10.10. 30 dowenloads\CD Exi Ghys, Patrick FullContral  True Adrninistratoren texmergedlrganisatio
1366 |W10.10.10. 30 downloads\Adware Ghys, Patrick FullContral  True Adrinistratoren texmergedlrganisatio
370 10.10.10. 30 downloads\E0PHC Ghys, Patrick FullContral  True Adrinistratoren Yexmergedrganisatio
379[%10.10.10 30 dawnloadsSDN K Ghys, Patrick FullContral | True Adrinistratoren \exrmergedDrganisatio
414101010, 30 dowenloads\CD Exd Ghys, Patrick FullCantral  True Administratoren LexmergehDrganisatio
1506 |410.10.10. 30 dowenload s\WEM: | Ghys, Patrick FullCantral  True Adrministratoren LexmergedDrganisatio
1503 %10.10.10. 30 downloads'Adware Ghys, Patrick FullContral  True Adrinistratoren texmergedlrganisatio
1511 ]10.10.10. 30 downloads\CD Exd Ghys, Patrick FullContral  True Adrinistratoren Yexmergedrganisatio
1520{%10.10.10. 30 dawenloadVCD Info Ghys, Patrick FullContral  True Adrninistratoren Wexmergehidrganisatio
1532 10.10.10. 30 downloads\ADMoc Ghys, Patrick FullCantral  True Administratoren LexmergehDrganisatio
155010101030 downloadshC0 Ma Ghys, Patrick FullCantral  True Adrministratoren LexmergedDrganisatio
557 |W10.10.10.30downloads'HP Las Ghys, Patrick FullContral  True Adrinistratoren texmergedlrganisatio
1552 |W10.10.10. 30 downloads\CD Act Ghys, Patrick FullContral  True Adrministratoren Yexmergetlrganisatio
557 [W10.10.10 30 owenloadsho D Offl Ghys, Patrick FullContral  True Adrninistratoren Wexmergeddrganisatio
M 4 » ]\ Department Sales Patrick Gyhs / ¢

U Alternatively Select  Show
You will get a list with all results. You may
a. save the result (i.e. in another file format)

b. filter the results to get a smaller and more precise
result

c. mer ge the result with another result you already have
saved before.

You will get a progress bar indicating the status of
loading the report file to the built -in report viewer.

Adding Rezults... - Save.-‘-‘«s...l Filter... | flerge... |
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Save Az | Filter... | herge. . |

Fath I Llzer I Access I Inherited I hdemberCf | Giroup...
(Cbdmin BUILTIMNWdministrators FullContral NETD Direct Permiszion  Direct ...
Ciddmin MT AUTHORITASYSTER  FullContral WEE Direct Permizzion  Direct ...
CAadmin D1Wdrministrator FullCantral WEE Direct Permizzion  Direct .
Cbdmin BUILTIMNW ) zers FeadandE.. wes Direct Permiszion  Direct ..
Ciadmin BUILTIMW ] zersz dppendData  wes Direct Permizzion  Direct ...
Cilnetpubbaeewront DTFSUUSRE_D1FS DeleteSub..  nao Direct Permizzion  Direct .
Cbdmin BUILTIMNW ) zers CreateFiles YET Direct Permiszion  Direct ..
Ciadminibdailzcape... BUILTINWDministrators FullContral no Direct Permizzion  Direct ...
Cilnetpubiwwewroot WNT ALUTHORITMSYSTER  FullContral no Direct Permizzion  Direct ..
Cddminibdailzcape.. BUILTIMWDministrators FullContral YEE Direct Permizzion  Direct ...
Cilnetpubbwawewroot BUILTIMWDministrators FullContral no Direct Permizzion  Direct ...
Cddminibdailzcape.. NTALUTHORITMSYSTERM  FullContral WEE Direct Permizzion  Direct ..
Cillnetpubiwwewroot  BUILTIMW zers ReadAndE... no Direct Permizzion  Direct ..
Ciddminibdailzcape... BUILTINW zers ReadandE... wes Direct Permizzion  Direct .
Cillnetpubiwewewroot DTFSUIS_WPG ReadandE... no Direct Permizzion  Direct ..
Ciddminbailzzape... BUILTIMW zers AppendData wes Direct Permizzion  Direct ...
Citddminibdailzcape... BUILTINMW zers CreateFiles  wes Direct Permizzion  Direct .
WO01010.30downl... #ERROR: Could notfind ... no

Wo01010.30downl... #ERROR: 101010300, no

Kj Back |

As you notice in the image example above errors are
indicated with #ERROR  followed by a system message.

Build-l n objects (also known aksnoownoects wi
SID) are listed.

Select Save as

You may save the results in 2 different formats
a. csv format
b. A pre -formatted HTML file

If your result file is more than 5 MB in size the default
format is csv otherwise HTML.
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Save s I Filter... | kerge... |
Fath I Llger
Cadrmin BUILTIN :drm Save in: | () Resuls Q2 e
CAtdrmin NT AUTHORI
Ciddrriin DtAdrministrs s
CAddrmin BUILTIMNW zer | ) DepartmentLK
Chadmin BLILTIMW zet
Cllnetpubwanwroot  DIFSIUSH_L
Chadmin BLILTIMW zet
Cladminbdailzcape.. BUILTIMNWGmM
Cllnetpublwwawroot  NT ALUTHORI
Cladminhdailzcape.. BUILTIMNWAGM
Cllnetpublwwawroot  BUILTIMNWADM
Cladminhdailzcape.. NT ALTHORD
Cllnetpublwarwroot  BUILTIMU  zer
Cladminbdailscape... BUILTIMU zet
Clnetpubwarwroot  D1FSWIS_WF
Cladminbdailscape... BUILTIMU zet
Cladminbdailscape... BUILTINU zer
W010.10.30downl... #ERROR: Cai
WIN10.10.30downl... #ERROR: WL
File name: IDepaltment K j Save I
Saveastpe  |ERP HTML-Rsporties Cancel |
i

Note : Usually you select  Save as if you have done a filtering
before and want to save the filtered result as file.

U Select Filter

You may filter all attributes listed. Opening this dialog will
already list onl y those values indrop -down boxes which are

present in the result file. Filtering
option. This means finding all results containing the selected
expression.
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Define Report Filter E I

Filter Report Fields

Fath [110.10.10.30downloads =
User |Ghys, Patrick =
Aocess || =
Inherited | [
hernberOf | j
GroupPath | [

V' Filter current Results anly

0] 3 Cancel |

The Filter current results only option allows you to filter a
result whi ch is already filtered (checked) or to begin from
scratch using the first result . The option only makes sense
following the next steps.

U Select OK

You will get a progress bar indicating the status of filtering
the report file. This may take a longer time de pending on
the size of your result file.

Note : If you experience a too time consumable period for
filtering do not select Show but Open as csv as described
above and filter the results in Excel.

Applying Filter... |i Save ... | Filter... | derge... |
After filtering is performed you will get the new result set
and you may to save this result in a new file or merge this
result with another existing result file. You may also filter

the filtered result to get a more specific view. In this case
you must tick the  checkbox Filter current results only
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You can als o filter by using the context menu inthe Report
view :

Simply select the Property you want to filter with and the
filter will be  applied for the selected field with the value of

the selected row, in this case:

Select Merge

You can merge the current result with another result file.

For example: you want to compare

of last month with today.

AFul | Cc

a user
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