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Chapter 1: Documents  

 
 
 
 

u Read Enterprise Permission Reporter  Quick Start if 
you want to know  

 
 May I see some scr eenshots for understanding Permission 

Reporter ? 

 May I have some description how configuration can be made?  

 

 
 

u Read Enterprise Permission Reporter  Concept if you 
want to know  

 
 May I get some management summary for my bosses?  

 What is the idea behind thi s software?  

 What is the value for my company, my users and my it -staff?  

 

 

u Read comAdmin  Concept  

 
 Enterprise Permission Repo rter is an e xtract (subset) from 

NETsec software  comAdmin.  

 Manage Roles and File access easily  

 comAdmin allows you provisioning , user self service  and 
more.  

 Please  contact us for getting more information  about 
comAdmin . 
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u Chapter 2 : System Requirements  

 

The table below shows the basic system requirements for Enterprise 

Permission Reporter . We recommend taking the 64 -Bit edit ion if your 

machine is 64Bit capable and a 64 -Bit operating system is installed.  

 

Hardware & Software Requirements  

Component  Required  Recommended  

Operating System  Microsoft XP  

Microsoft Vista  

Microsoft Windows Server 2000  

Microsoft Windows Server 2003  

Microsoft Windows Server 2008  

Enterprise Permission Reporter does not 
need to run on a Domain Controller or 
specific server. Recommended is to place 

Enterprise Permission Reporter on a 
machine of the domain with high 
bandwidth to the servers to be searched . 

Software  .NET Framework 2.0  Same as required o r higher  

Screen  Resolution 1200 x 800  Same as required o r better  

 

 

Editions  & versions  

Edition  Description  Limitation  

Trial Version  

 

For getting some impressions 
about what Enterprise Permission 

Reporter doe s 

You can only search between 25 and 75 
folders in total.  

If you run reports multiple times the 
results are not identically because of 
limitation!  

32 -Bit version  
Full license version  

For running on all x86 systems  Full featured  

64 -Bit version  
Full lic ense version  

For running on all x64 systems  Full featured  
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u Chapter 3 : Pre - Installatio n Tasks  

 

 

1.  Install Enterprise Permission Reporter on a computer with good 

bandwidth to domain controller and to the servers you want 
folders to be searched.  

2.  Best ex periences are made on computers with several CPUs 
and high disk performance.  

3.  If you check only 1 folder which has i.e. read permission 
granted to 1 Active Directory group; this group contains 100 

users and another group with 10 other users as members, so 
Enterprise Permission Reporter will show you as result: 1 

folder, 1000 lines in result file. Searching the folders do not 
need much time, but resolving all user objects in Active 

Directory may take minutes to hours.  

Note : Search only those folders you wan t to examine.  

4.  Log in to your computer  running Enterprise Permission 
Reporter with enterprise -wide administrative permissions (i.e. 

administrator ) . This is required to have access to all resources 

you want report permissions about.  
 

Note : If during search a  folder is not accessible because of 
insuf ficient rights a  ñ#error ò is written to the result file.  

 

5.  Before running installation package ensure that .Net 2.0 or 

higher is installed on your computer . 

6.  No restart of services or  of your machine is required.  
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u Chapter 4: Installation  

 

1.  Run your  installation package . This will install and register  

all the components  necessary to run Enterprise Permission 

Reporter  on your server or workstation.  

Setup will create a folder NETsec\ Enterprise Permission 

Report er  in your program folder. After first program start  there 
will be a dditional  subfolder s profiles  and reports .  

 
Note : No special modifications to registry are made and no 

other folders are created. To uninstall the program use control 
panel  | add and remo ve programs  | EPR.  

Installation will add a shortcut  for running the Enterprise 
Permission Reporter  in your START menu as well as a desktop 

icon.  
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u Chapter 5 : The Control Panel  

 

The Enterprise Permission Reporterôs Control Panel has four  main 
menu s:  

 Configuration : Create, modify and delete your Enterprise 
Permission Reporter profile s (each profile contains a set of 

folders to be searched).  

 Report : search all folders configured in a profile and save the 
result in a file. Open a report file just cre ated or saved in the 

last searches.  

 Close : Close program.  

 ABOUT : View the license status of your installation.  
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u Profile s  

 

Create  a profile  

 

ü Click New Configuration  in main menu Configuration  

The new configuration will create a  profile which is a  named 

collection of folders  to be checked .  

 

 

 

ü Click Ok .  

You will get a new detail panel. On top you can choose a 
folder where to store the report result. By default the folder 

results in your Enterprise Permission Reporterôs program 
path is proposed.  
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ü Choose the default configuration.  

ü Click New .  

A folder (a resource) may be a share, a drive letter , a dfs -

share  or a mapped network drive.  
You may insert a value manually or by selecting the  ñ. . . ò 

button.  

You may also decide if subfolders should be incl uded in the 

permission search.  

 

 

 

ü Click ok .  

You may choose some other resources at this site.  

As result you get a list of chosen folders in this profile.  
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ü Click Save .  

The program returns to the previous detail pane l listing all 

profiles you configured.  

If you check ñAnalyze files tooò, EPR will compare the Security 

Information from EVERY file in EVERY folder you have 

configured with the folder containing the file. Only if the File 
Security Information don´t match with the folder it will be 

reported. This  comparison will take much more time compared 
to reporting only folders.  

 

Note : If you click Cancel  all modifications  made are not stored 

in profile.  
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Edit a profile  

If you want to modify your profiles sett ings select the 
appropriate checkbox and press  Edit .  

 

Delete a profile  

If you want to delete  your profile , select the appropriate 
checkbox and  press  Delete.  

 

 

u Reports  

 

Create  a report  

 

ü Click Report  in main menu . 

ü All configured profiles are listed.  

ü Click Open Reportfile to manually open a Report  
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ü Select a profile and click Create report .  

Note : If there is a report produced before the button Show  

report(s)  is available too . 

ü Select OK getting the warning that search may be time 
consumable.  

 

 

 

 

Enterprise Permission reporter executes now a query a gainst 
all folders  configured in the selected profile.  
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Note : This may take some minutes or some hours. The 

required time is not predictable. It depends on the number 
of resources inside the profile as well as on the number of 

persons with permissions. Eve n if there is only one folder to 
search and only one group has granted permissions: if this 

groups contains 500 people all  group memberships are 
resolved to give you the best result.  

 

ü Select Show Output (slower)  if you want to see some output 

about which f older is currently searched.  

Note: Writing output to desktop is a much more cpu 

consuming process than any other . You may check or 
uncheck this option during a search process.  

If you want to see, if Enterprise Permission Reporter is 
working you may check t he process indication line.  

The process indication shows  

a.  The current used threads.  

To avoid that the program takes to much time for 

searching, all search and write processes use their own 
threads. Therefore folders can be searched concurrently 

as well as  the result s are collected concurrently.  

b.  Added results.  

To give you a feeling ho w large the result file will be  you 
may keep in mind the number of added result entries 

written to result file. If you have many entries in the 
result file you should filter th em later in the program 

before printing or handing over the result to someone.  

 

c.  Analyzed folders.  

The number of folders the program searched.   
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Note : in image example above you see a very small result. In 

image example below you will see a larger one. I n the headline 
you will find the totals of threads used, result lines added to 

report file and number of analyzed folders.  

 



 
14  Quick Start Guide  

Permission Reporter 1.1  

 

 

Note : If you cancel a running search please give some time for 
closing all threads.   

 

ü Select Cancel  if you want to cancel the sea rch.  
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Open  a report  

After search Enterprise Permission Reporter will open the list of 
reports  for the selected profile .  You may  

 

a.  Delete report day : This deletes all reports assigned to 

the selected day.  

b.  Delete report file : This deletes the selecte d report 

assigned to the selected day.  

c.  Show :  have a look at  the details  of the selected report 

with the inside table editor. Here you can filter or merge 
the results  and save . 

d.  Open as csv : This option opens the result file with the 
program which is assigne d to open csv - files.  

 

Note : We recommend opening all reports with more than 

5 MB in size with Excel. This makes filtering and sorting 

much more comfortable than if choosing Show .  
 

Note : If you want to delete a report file press Delete repor t 
file . If you want to delete all report files of a special day and 

execution process select Delete report day .  
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ü Select Open as csv  

If there is no linked Excel on the machine Enterprise 

Permission Reporter is running the file will be opened with 
an editor.  

Note : An er ror will indicate if you did not assign csv to a 
special application.  
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ü Alternatively Select Show  

You will get a list with all results. You may  

a.  save the  result  (i.e. in another file format)  

b.  filter  the results to get a smaller and more precise 
result  

c.  mer ge the result with another result you already have 
saved before.  

 

 

You will get a progress bar indicating the status of 
loading the report file to the built - in report viewer.  
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As you notice in the image example above errors are 

indicated with #ERROR  followed by a system message.  

Build -In objects (also known as objects with a ñwell-knownò 
SID) are listed.  

 

ü Select Save as  

You may save the results in 2 different formats  

a.  csv format  

b.  A pre - formatted HTML file  

 

If your result file is more than 5 MB in size  the default 
format is csv otherwise HTML.  
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Note : Usually you select Save as  if you have done a filtering 

before and want to save the filtered result as file.  

 

ü Select Filter  

You may filter all attributes listed. Opening this dialog will 

already list onl y those values in drop -down boxes which are 
present in the result file. Filtering is done by a ñcontainsò 

option. This means finding all results containing the selected 

expression.  
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The Filter current results only  option allows you to filter a 

result whi ch is already filtered (checked) or to begin from 
scratch using the first result . The option only makes sense 

following the next steps.  

ü Select OK 

You will get a progress bar indicating the status of filtering 

the report file. This may take a longer time de pending on 
the size of your result file.  

Note : If you experience a too time consumable period for 
filtering do not select Show  but Open as csv  as described 

above and filter the results in Excel.  

 

 

 

After filtering is performed you will get the new result  set 

and you may to save this result in a new file or merge this 
result with another existing result file.  You may also filter 

the filtered result to get a more specific view. In this case 
you must tick the checkbox  Filter current results only .  
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You can als o filter by using the context menu  in the Report 

view :  

 

 

Simply select the Property you want to filter with and the 
filter will be applied  for the selected field with the value of 

the selected row, in this case: ñFullControlò. 

 

ü Select Merge  

You can merge the current result with another result file. 
For example: you want to compare a usersô permission end 

of last month with today.  

 

 

 


